TPEBOBAHUA K PABOYEMY MECTY MNOJIb3OBATENA
NMOPTAJIA ®OHAA 2.0

TpeboBaHUA K KOHcUrypaumum paboyero mecra

e [lpoueccop Intel Pentium 3 I'ru;

e OnepaTtnBHas namatb 4 6;

e KécTkunm guck ot 50 GawnT;

e CeteBas kapta Ethernet 100;

e Moagem c nogaepXMBaeMon CKOPOCTbIO nepeaavn gaHHbIX He MeHee 512
Kéut/c.

TpeboBaHUA K cocTaBy NporpaMmmMHoOro o6ecne4yeHus

e OnepaunoHHas cuctema Microsoft Windows 7
Professional/Enterprise/Ultimate n Bblwwle;

e Microsoft Windows 8/8.1/10 Pro/Enterprise;

e VHTepHeT-6pay3ep Microsoft Internet Explorer 9, 10 unn 11;

e KpuntonpoBangep «Aect» (AvCSP Bel), nepcoHanbHbI MeHemxep
ceptudmkatoB «Asect» (AvPCM), nporpaMmmHOe CpeacTBO 3NEKTPOHHON
undgposon nognucn n wundposaHus (AvCrypt)», paspabotaHHoe 3A0

«ABeCT» (npedocmaensemcsi PecrybrnukaHcKuM yOOCmMOo8epsowUM UeHMPOM
(peauoHarnbHbIMU peaucmpayuoOHHbIMU UeHmpamu) [ocydapcmeeHHOU cucmemsbl
yrnpasieHUsi OmKpbImMbIMU Kritodamu rpu npuobpemeHuu cepmugpukama 'ocCYOK)

Tpe6GoBaHue No opraHM3auumu gocTtyna k noprtany ®PonHga 2.0

Moptan ®oHpaa 2.0 pgoctyneH B cetu WHTepHeT no appecy
http://portal2.ssf.qov.by

Moptan ®oHpa 2.0 nogaepxuBaeT paboTy Tonbko € cepTuduKkaTtom
OTKPbITOro Knrw4a, uagaHHbiM PecnybrnnkaHckum yaooCTOBEPSIOLMM
LEHTPOM (pernoHanbHbIMMK perncTpaumoHHbIMN LeHTpamMmn)
[ocynapCTBEHHOW  CUCTEMbl  YMNpaBfEHUS  OTKPbITbIMK  KIOYaMu
(ceptndpukat MocCYOK), npu Hannuum aTtpubyTHOro ceptucukarta
ana pabotbl ¢ cuctemamu ®oHpa.

BaxxHo 3Hamb: Ecniu y nnamensuwuka ecms 0etcmeyrouwuti cepmugpukam ocCYOK
(https://nces.by/pki/), dns ucrnonb3osaHus ezo npu pabome ¢ nopmanom ®oHda
Heobxo0umo nosiydumb ampubymHbil cepmucbukam 0Ons pabomel ¢ cucmemamu
®oHOa (MoOpobHy UHOPMaUU MOXHO Moy4Yumsb, nepeuds o crnedyrwel
ceoinike https://nces.by/pki/service/ul fszn/).

Bbe3onacHocTb MHdOpMaLUKn

ABTOMaTU3MpoBaHHasa uHopMaunoHHaa cuctema «lloptan doHaa
2.0» — web-opneHTMpoOBaHHOE peLLeHne, rae Ha CTOPOHE MOJSib30BaTENS
WHPOPMALMOHHOM CUCTEMbI  UCMONb3yeTcs WHTepHeT 6paysep Ans
OOCTyna K KOMIMIEKCYy MporpaMMHbIX U TEXHUYECKUX CpenctB noprana.
3awmTa KaHana nepega4u AaHHbIX ocyLecTBngaeTcd no
Kpuntorpadguyeckomy npotokony TLS.

Mpwn MCMNOSIb30BaHUN  [OAHHOro npoTokona NPUMEHSAIOTCA
cepTudmumpoBaHHble cpeacTBa 3allnTbl UHGOPMaLUK, COOTBETCTBYHOLLNE
TpeboBaHnam CTB 34.101.65-2014 «WMNHdoOpMaLMOHHbIE TEXHOMNOMMU U
B6e3onacHocTb. [lpoTokon 3awmTbl TpaHCNOPTHOro YypoBHSA  (TLS)».


http://portal2.ssf.gov.by/
https://nces.by/pki/
https://nces.by/pki/service/ul_fszn/

CobniogeHne AaHHbIX TpeboBaHuM obecrneuMBaeTcsi TOMbKO  MpwU
ncrnonb3oBaHMn MHTepHeT Bpayaepa Internet Explorer.

B cooTteBeTcTBMM C 3akoHopaTtenbctBoM Pecnybnukn benapycb 06
MHdopMauunKn, nHopMaTnu3aummn n 3awmTte nHPoOpMauumn, PyKoBOLACTBYSCb
CTb 34.101.30, loptan ®oHoa 2.0 oOTHeceH K WHAOPMAaLMOHHbLIM
cuctemam  knacca  «3-¢pni»,  «3-ton»y  — obecneunBaeTr 06paboTky
MHdOpMaUuK, pacnpocTpaHeHne wn (MnNK) npenoCcTaBfieHne KOTOPOW
OrpaHnYeHo, NOAKMYEH K OTKPbITbIM KaHanam nepeadn AaHHblX (ceTu
NHTepHeT).

B paHHOM cny4vae 3awmrta UMH@OpMauUMM OCYLLEeCTBNSETCSA Ha
OCHOBE:

e [PUMEHEHUS cepTUdMLMPOBAHHbIX cpeacTs 3awmnThl
MHdOpMaLnu;
e obecneveHuns 3aWwnTbl KaHaNa nepegadn daHHbIX.

CnpaesoyHo: Eonee 98,5% OokymeHmos om rrnamesnbwukoe 8 op2aHbl @oHOa
nocmynaem 4yepe3 nopmasn. 3a 2018 200 npuHsmo 6onee 11 MAH 371€KMPOHHbIX
0okymeHmos. B 2019 200y, ¢ yyuemom u3mMeHeHusi nepuodudyHocmu rpedocmassieHus
opmbi T1Y-3, Konudecmeo rnodasaemMbix 371€KMPOHHbIX OOKYMeEHMo8 go3pacmaem 8
HECKOJIIbKO paa3.

Mpwn npenocTaBneHnm OTYETHOCTU n OOKYMEHTOB
NEPCOHNMPULMPOBAHHOIO y4yeTa B BWOE OfIEKTPOHHbLIX [OOKYMEHTOB
nocpeactesom noptana ®oHaa 2.0 crabunbHOCTb paboTbl nopTana,
OOCTYMNHOCTb M BGesonacHocTb 06paboTkm nHdopmauum obecneumBaeTcs
npw ncnonb3oBaHun 6paysepa Internet Explorer Bepcun 9 u BblLLe.

BaxxHo 3Hamb: c¢ 8 anpens 2014 2. komnaHusi Microsoft ogbuyuanbHO
rnpekpamusia okasbieamb 1o00epxKy onepayuoHHou cucmembl Windows XP, eknodyas
ecmpoeHHbIl 6paysep Internet Explorer 8. dmo eneyem 3a cobol cornymcmeyrouue
yepo3bl 6e3onacHocmu. be3 kpumuyecku eaxHbiIXx O06HosneHulu 6e3onacHocmu
Windows XP komrnbromep ronb308amesii cmaHosumcsi ys38uMbiM Ofi1 8UpyCcos,
WIMUOHCKO20 u Opya020 8pe00HOCHO20 rnpoepamMmmHO20 obecrieqyeHus,
criocobcmeyrowea2o ymeyke 8axHolU UHGhopmauuu, rnepcoHarbHbIX U KOMMEPYECKUX
OaHHbIX.

[Mocne 3aBepweHuna nopaepxkn Windows XP  aHTMBMpycHoe
nporpaMmHoe obecnevyeHne He AaeT MOSHOUEHHON 3alinTbl AaHHbIX
nosnib3oBaTens. Takmm obpasom, nepcoHanbHbiM KomnbioTep ¢ Windows
XP n 6paysepom Internet Explorer 8 cuntaetcs HesawmLeHHbIM paboynm
MECTOM.

C uenbto cootBetcTBuA [loptana ®doHaa 2.0 ypoOBHIO 3alLUTbI
nHopMmaunm knacca «3-pn», «3-tn», NPy NPOEKTUPOBAHUM U CO34aHUN
noptana Obina  UCKMNOYEHA  BO3MOXHOCTb  B3aMMOAENCTBUS  C
nporpamMmMmHbIM obecneyeHnem, MMeLLLEM YA3BUMOCTHU, K KOTOPOMY, B TOM
yncne otHocatcs Windows XP n 6paysep Internet Explorer 8.

Mpn noseneHun B Pecnybnuke benapycb cepTUdnUMPOBaHHbBIX
CpeaCcTB 3aluTbl  MHGOpMauun, nogaepxumearowmx paboTy  MHbIX
pacnpocTpaHeHHbIX Bpay3epoB, noptan ®oHaa Oyaoet aganTUpoBaH K KX
NCMNOSIb30BaHMIO.



